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Insider Access Risk ï The New Security Perimeter 
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Greenlight Technologies Overview 
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Rapidly Expanding Customer Base 

ÁStrategic partnerships 

ÁSAP Premier Partner : Endorsed Business Solution  

ÁAwarded Best Big Data Solution for SAP HANA   

ÁHighest Possible Rating in Gartner Marketscope Report 
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ÁGreenlight provides business stakeholders with visibility into the financial 
impact of risks to the organization  
V Detective Control Monitoring 
V Preventative Policy Enforcement 
V Quantification of Access & Transaction Risk 

http://www.edf.com/the-edf-group-42667.html
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=lsFTgqEc8eCUvM&tbnid=TepwZh3_Vg53fM:&ved=0CAUQjRw&url=http://www.tmorra.com/next/Merck+annual+meeting&ei=kpQSUtaCIJK84AOn1oDICw&bvm=bv.50768961,d.aWc&psig=AFQjCNEzkAJFu7O0u9SKbRjQTVcyt9eT6w&ust=1377035737681938


Enterprise Business Controls Platform 
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Access Risk 
Exception Based Monitoring,  

Insider Risk Management, 
Business / IT Orchestration, 

and Access Intelligence 

Policy Enforcement 
Real-Time, In-Line Preventative Controls 

Enterprise Access and Security Management 
Integration: Discovery, Aggregation & Correlation 

Runtime Controls Analysis 

Operational Performance 
Business Transaction Monitoring, 
CFO Key Performance Indicators, 

Industry Regulations, 
 and Audit Automation 

ERP Business 
Systems 

Legacy 
Applications 

Custom 
Solutions 

Cloud 
& SaaS 

IT Systems, 
Servers & DB 

Reporting Modeling 
Embedded  
GRC / IDM 

Rules &  
Analytics Workflow 
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Attack Of The Super-User!!!!! 

 

Á Snowden access was at system administration level 

ÅGot around normal user access role restrictions 

ÅHad the ability to move files around at will and could claim 
he was doing so in order to repair a corrupted drive or 
conduct some other maintenance operation 

Á SƴƻǿŘŜƴΩǎ administrator account gave him the ability to 
ƭƻƎ ƛƴǘƻ ǘƘŜ ŀŎŎƻǳƴǘǎ ƻŦ ƻǘƘŜǊ ǳǎŜǊǎ ƻŦ ǘƘŜ ŀƎŜƴŎȅΩǎ 
NSAnet computer systems ς some of whom had higher 
security clearance than Snowden 

ÅSnowden would need to avoid detection by audit log 
analysis when changes (delete changes after the fact so 
period based ŘŜǘŜŎǘƛƻƴ ǿƻǳƭŘƴΩǘ ŎŀǘŎƘύ 

Á Given the apparent lack of insider threat protection the 
agency had in place, they may never fully know how he 
did it 
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http://www.forbes.com/sites/dougschoen/2013/08/21/how-to-reform-the-nsa/
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Insider Risks Are Pervasive & Not Well Managed 

Ponemon Institute ï 2013 Cost of a Data Breach Study 
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Deloitte Compliance Trends 2013 Study 
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Verizon Data Breach Investigation Report 2011 

Impact of Misuse of Access ï Fraud, Privacy Breach & IP Loss    



Can You Answer These Access Risk Questions? 
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Source: Ponemon Institute - Access Governance Trends 

How confident are you that your 

organization has enterprise-wide 

visibility for user access & can 

determine if it is compliant with  

policies? 

57% 

15% 

17% 

23% 

34% 

11% 

Very Confident

Confident

Somewhat Confident

Not Confident

Unsure

ÁDo you know who has access to what information 

resources (applications, systems, data, cloud services) 

across your enterprise? 

 

ÁDo you know if the access is needed based on a userôs           

functional role? 
 


