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Blockchain Technologies
Risks, Challenges, Opportunities
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Raise your hands if:
A You have heard of Blockchain technologies ?

Keep your hands raised if:

A You have heard of bitcoin ?

A You can explain the difference between bitcoin and Blockchain ?

A You can understand the benefits that is attracting various businesses towards Blockchain technologies ?
A You can appreciate the risks of the technology to design audit techniques ?
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Gartner hype cycles
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|
Accenture

I source (Accenture

- Blockchain adoption (2016))

Figure 4: What does adoption look like?
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Exploration & Investment

i @ Initial capability & use case assessments

' * Early adoption likely for internal
reconciliation
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Early Adoption

Leading-edge banks see the value of
blockchain and begin deployments for
asset classes that are bilaterally traded
and/or have no central clearing authority

Regulatory certainty drives adoption
for external uses

Regulatory authorities realize the benefits !
of blockchain for auditing and compliance,

and rule-making begins

' 2018-2024

Growth Maturity

i @ Blockchain adoption is considered
mainstream and integral to the capital
markets ecosystem

- ® Banks begin to see the benefits accorded

| to early adopters and - combined with
regulatory guidance and certainty - the
network effect takes hold

i ® New service providers and models emerge

i Deployments go viral across numerous
asset classes

i ® New products and services are created,;
incumbent processes and services
are discarded
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Blockchain T Disruption or hype ?

Perception

Promising potential

Rapid adoption

Blockchain technology, which first emerged as the backbone of Bitcoin in2009, is being heralded as the most
important innovation since the Internet itself .

Despite the underwhelming success of Bitcoin, there has been a flurry of advancements, new use cases, and
applications of blockchain technology.

Blockchain technology has been steadily gaining traction. This is evident with the R3 Consortium in which over 100
banks, regulators, trade associations,etc have come together to implement a blockchain based financial system.

Let 6s discover what blockchain technology reall @

Blockchain Technologies
PwC
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To level set, Blockchain is NOT Bitcoin

Blockchain Crypto -Currency

1. A crypto-currency is merely one
1. Blockchain, does not require crypto -currency. application of  crypto-technology, allowing

2. The platform can be constructed to handle a varying the transfer of value via transactions
set of rules and configurations. recorded on a Blockchain.

3. Related technology, such as smart contracts, can . There are many existing crypto-currencies,
greatly improve process efficiency, transparency, most notably Bitcoin.
reliability and reduce risk. . Specific to crypto-currencies a key benefit

include preventing double spending.

Blockchain Technologies 8
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|
The Technology that can enable transformation

A blockchain is a decentralized ledgerof all transactions in a network. Using blockchain technology,
participants in the network can confirm transactions without the need for a trusted third party
intermediary.

Someone in a network The transaction is broadcast to The network of nodes validates
requests a transaction other computers (nodes) in the transaction using agreed
the network algorithms
Private key| 0
A-A |
........................................ o ﬁ' SRS o S . | S ﬁ'— &  Smart contract
: | (additional business
: @ logic) could be applied if
: needed
(o]
M o
=
The transaction is The new block is added to the The verified transaction is combined
complete network’s blockchain, in a way with other transactions to create a

which is permanent and unalterable  new block of data for the ledger
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The Blockchain ecosystem

Distributed ledger

Every participant in the
network has simultaneous
access to a view of the
information

Near real -time data availability
and transparency that can
eliminate the need for
reconciliation

Cryptography

Integrity and security of the
information on the blockchain
are ensured with cryptographic
functions

Consensus

Verification is achieved by
participants confirming
changes with one another,
replacing the need for a third
party to authorise transactions

What does this mean for your organization?

Prevents unwanted intrusion on
the network from non -
authenticated participants

Facility for peers in the network
to validate updated information
ensuring validity and integrity
of the data on the chain

V4

Smart contracts

The ability to run additional
business logic means that
agreement on the expected
behaviour of financial
instruments can be embedded
in the blockchain

Facilitates the ability to design
and implement shared
workflow and enhance

automation

Blockchain Technologies
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Evolution of Blockchain Technologies

Blockchain 1.0
Currency

Using cryptocurrencies
in cash related
applications e.qg.
currency transfer,
remittance, digital

Blockchain 2.0
Contracts

Deploying blockchains
in economic, market and
financial applications
e.g bonds, stocks, loans
mortgages, titles, smart

K payment systems j

\ property /

Blockchain 3.0
Applications

Employing blockchains
in broader industry
applications e.g. supply
chain, transportation,
health, cloud storage,

K etc. /
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Potential of Blockchain

Key Features

Identity Abstraction: Cryptographic
security keys are required to gain access

Transaction Linkage: Every transaction
Is linked to previous transactions

Transaction Scripts: Standardized rules
are applied to a transaction at every node

Distributed Ledger: S  tandards for
transaction storage on nodes

Decentralized Consensus: Mathematical
rules for all nodes to agree on data integrity

Permissioned vs Not Permissioned:

Ability to participate in a blockchain can be

open or upon approval

Blockchain Functioning

o,

*
A
Transaction as a Block is
O0bl ock broadcasted
Block added to Transaction
chain entered on ledger
Az %
a &

v
" )

User creates
transaction

Network nodes
approve
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Blockchain Technologies
PwC

12
3 November 2017



3 Technology the can enable transformation Contents | Blockchain Overview | Blockchain Technology Stack | One Possible Audit Approach | Questions ?

|
Criteria that can help an organization determine whether a blockchain -

enabled solution is appropriate

Multiple parties  Multiple parties Requirement Intermediaries  Time sensitive Transactions
share data update data for verification = add complexity Interactions Interact
multiple participants multiple participants participants need to removal of reducing delay has transactions created by
need views of common take actions that need to trust that the actions intermediaries can business benefits different participants
information be recorded and change that are recorded are reduce cost and depend on each other
the data valid complexity

@ ¥ & ® 0 6
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Blockchain

-enabled transformation poses a few key challenges

Participant Trust

A Safety: Re-assuring

A Public vs. Private:

participants that their
transactions are secure

What
are key differences and
criteria for private and public
blockchains?

A Information

Accessibility:  Are
participants willing to expose
more information to
participate in a network

Legal, Regulatory &
Audit Framework

A Regulatory Body:

Currently there is no global

regulatory body to set

standards on blockchain

transactions

Blockchain
1o order
Ecosystem
Automated

Auditing Challenge:

How

do you audit this technology

?

£ g
Blockchain

Maturity

Young

Technology: May
not operate at scale
without
compromising on
security, speed or
cost

Cost: Hard to
estimate true cost of
total conversion

.

Adoption

Proper Incentives:
Potential participants

will need to be sold on

the value of the
platform

Consensus Needed:
Participants must
come to group
agreement on
platform and
standards acceptable
to all

Interoperability/
Integration

A Interoperability:  Ability to
integrate with participant
existing client systems and
processes

A Architectural Role: How
will blockchain eliminate,
replace, or work with current
technological platforms

i %
pwe
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